Chief Information Officer – Sample A (2009)

JOB SUMMARY

	The primary responsibility for the Chief Information Officer (CIO) is to develop, manage and maintain within a data center environment, all internal information systems network infrastructure.  This includes:  SQL, phone systems, Exchange/Outlook servers, LAN/WAN management, desktop management, system security, end-user training, database installations, systems maintenance, and effective inter-departmental communications.  Responsible for overall support and integrity of existing systems and the planning and development for future IT needs.  


PRIMARY JOB DUTIES

1. Overall management responsibility and accountability for the implementation and maintenance of all IT initiatives with the goal of providing a highly reliable, stable and responsive IT function.  

2. Collaborates with the end-users and senior management to ensure the alignment of IT infrastructure and systems with company objectives and strategy.
3. Provides and is accountable for the leadership, vision, direction, development, and maintenance of multiple complex and high priority projects for the department that directly impact the systems and/or business strategies of the company.
4. Manages day-to-day operations of entire IT infrastructure including corporate network, data, email, phone, voice and desktops.

5. Provides the highest levels of service delivery:  systems availability, security, response time and recovery from problems.

6. Projects management and implementation of key technical initiatives.

7. Supervises the IT Applications Supervisor and IT Infrastructure Services Supervisor.

8. Defines performance benchmarks for IT infrastructure.

9. Responsible for creating and maintaining the IT budget.

10. Interfaces with directors, supervisors, and staff to maintain a positive working environment.

PERFORMANCE CRITERIA

1. Plans and coordinates to ensure an on-going computer environment capable of meeting day-to-day requirements.
2. Makes recommendations/decisions on new hardware and software purchases.
3. Prepares cost estimates and recommendations for system upgrades, expansion and replacement.
4. Coordinates installation and setup of all new hardware and software throughout the organization.
5. Maintains the role as primary contact with all vendors/manufacturers and provides an interface between them and staff.

6. Ensures all computers, phone and communication hardware is maintained in good working order.  This includes planned, periodic upgrade and replacement of out-dated equipment.

7. Responsible for communication system maintenance, including phones, e-mail and internet connectivity.

8. Coordinates phone system maintenance between local/long distance service provider and equipment maintenance contractor.

9. Monitors performance of networks and systems and makes changes as needed to improve efficiency, security, and dependability.

10. Performs periodic review of internal/external network security protocols and user access rights to prevent unauthorized users from accessing confidential files.

11. Performs periodic integrity testing of systems including access, recovery and utilization monitoring.

12. Ensures operating and maintenance procedures are performed, including but not limited to system data backups and storage, routine preventive maintenance updates and changes of software and hardware.

13. Oversees change management functions to ensure good customer service.

14. Establishes and maintains policies and procedures regarding all aspects of IT.

15. Works in collaboration with Compliance Officers and Privacy Officer in implementing and maintaining all HIPAA rules, regulations and requirements.

16. Respects patients and employees rights to privacy. Communicates appropriate information only with persons who need to know.

GENERAL DUTIES AND RESPONSIBILITIES

1. Performs other duties and tasks as assigned by supervisor.

2. Expected to meet attendance standards and work the hours necessary to perform the essential functions of the job.

3. Employees are expected to embrace, support and promote the core values of respect, integrity, trust, compassion and quality which align with the health center’s mission statement through their actions and interactions with all patients, staff, and others.

4. Follows all safety policies and general housekeeping practices.  Ensures the area and its equipment and supplies are neat, clean, safe and utilized appropriately at all times, and participates in emergency drills.
5. Demonstrates positive attitude toward clients, co-workers, and outside agencies.

6. Supports interdisciplinary team in area by listening to concerns and suggestions and by providing follow-up and feedback in a timely manner.
7. Keeps customer service and the mission of the organization in mind when interacting with all clients, co-workers, and others.
8. Must be able to tolerate frequent work interruptions, organize work and reset priorities in order to complete work responsibilities in a timely manner.

9. Follows all established policies, guidelines, and procedures, including federal and state regulations to assure safe practices and quality patient care.  Includes following of Universal Precautions and Infection Control Standards and compliance with Joint Commission and HIPAA regulations.

JOB SPECIFICATIONS

1.   Education:  Bachelor's Degree in Computer Science/Information Systems Management or equivalent work experience.  Master's degree in Computer Science or Information Systems preferred.   
2.
Certification/Licensure:  Current state driver’s license and proof of automobile liability insurance coverage.  Microsoft Certified Systems Engineer (MCSE) designation preferred.
3. Experience: Four or more years experience as a lead or supervisory role for an IT department with strong emphasis in Information Systems/Technology sector, experience implementing and overseeing outsourced resources and projects.  Prior experience in healthcare setting preferred.
4.
Essential Technical/Motor Skills:   Ability to communicate technical information clearly both orally and in writing with people at varying technical levels. Strong knowledge of computer applications and equipment related to work. Self directing with strong organizational skills, working effectively in a multi-task environment, prioritizing tasks properly, and completing tasks/projects in a timely manner.  Demonstrated proficiency in written and verbal communication skills.  Work requires the ability to read technical manuals and information, installation instructions, troubleshooting documents and professional publications.  Ability to solve business issues creatively and cost-effectively.  Excellent verbal and communication skills.   Project management certification or equivalent experience.  Exhibit strong customer service skills, strong process improvement background.   Ability to represent the organization in a professional manner in a variety of settings, meet people with ease and have excellent written and verbal skills is a must.  Bilingual English/Spanish preferred.
5.
Interpersonal Skills:  Responds to change productively.  Proven leadership experience, excellent customer service skills, with team building and collaboration skills.  Excellent interpersonal and communication skills; ability to work with all professional/technical staff and senior management within the system. Demonstrated skill in developing and maintaining productive and effective working relationships with staff at all levels. Ability to demonstrate personal integrity in all interactions. Excellent organizational, interpersonal and networking skills with large groups as well as with individuals are essential. Ability to effectively present information and respond to questions from groups of managers, customers, and the general public.  Must have sensitivity to low income and ethnic minority community.   Vendor management and negotiation skills.
6.
Essential Physical Requirements:  Extended hours are required to maintain an accessible working environment.  Work is normally performed in a typical interior/office work environment.  Requires exerting up to 25 pounds of force occasionally in order to move objects, utilizing safe practices.  Requires frequent:  standing sitting, walking, and fine hand dexterity. Requires occasional:  lifting, carrying, reaching, handling, bending, twisting, crouching, stooping, reaching, grasping, moving, crawling, kneeling, and crouching for maintenance of PC’s and other devices.  Must have continuous ability to read forms, computer screens, correspondence and other documents.
7.
Essential Mental Abilities:  Ability to analyze problems and develop solutions, read and interprets technical materials, and the ability to be organized and attentive to detail.  May be required to be on call to solve technological and operational problems.  Knowledge of clinical policies and procedures.  Ability to exercise independent judgment and reason objectively. Ability to assess, project and plan for clinic needs.  Ability to document concisely, accurately and timely.  Must be able to pay attention to detail, manipulate/ interpret numbers, perform calculations and explain processes to staff.  Must be able to handle a variety of duties which may be interrupted or changed by immediate circumstances.  
8.
Essential Sensory Requirements: Must have continuous ability to see, hear, feel, and verbally communicate.   Ability to  read computer keyboard, monitor, and  documents; prepare and analyze documents; read extensively; receive and convey detailed information orally, by telephone and in person; convey accurate and detailed  instructions by speaking to others  in person and by telephone.
9.
Exposure to Hazards:  May be exposed to electrical shock. Worker is subject to inside environmental conditions on a frequent basis with moderate noise. May be exposed to outside working conditions when traveling to other work sites.
10.  Blood/Fluid Exposure Risk:  (Check the right category)

	 FORMCHECKBOX 
  Category I:   Tasks routinely involve a potential for mucous membrane or  

                             skin contact exposure to blood, fluids or tissue.  Use of 

                             personal protective equipment (PPE), when appropriate, is

                             required.

 FORMCHECKBOX 
  Category II:   Usual tasks do not involve exposure to blood, body fluid, or 

                              tissues but job may require performing  unplanned Category I 

                              tasks.               

 FORMCHECKBOX 
  Category III: Tasks involve no greater exposure to blood, body fluids, or tissues than would be encountered by a visitor.  Category I task are not a condition of employment.


 11. Age Specific Competency:  Possesses knowledge and skills required to effectively communicate and assist patients in the following age groups (Check all that apply)

	 FORMCHECKBOX 
  Neonatal (Birth – 30 days)

 FORMCHECKBOX 
  Infant (30 days to less than 1 year)

 FORMCHECKBOX 
  Pediatric (1 year – 12 years)

 FORMCHECKBOX 
  Adolescent (12 years – 18 years)

 FORMCHECKBOX 
  Adult (18 years – 65 years)

 FORMCHECKBOX 
  Geriatric (65 years – Death)


This description is intended to describe the essential job functions and the essential requirements for the performance of this job.  It is not an exhaustive list of all duties, responsibilities and requirements of a person so classified.  Other functions may be assigned and management may, with or without notice, add or change the duties at any time. Employees are employed “at will”.


